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Abstract

Virtual Private Network (VPN) protects information systems in enterprise organizations by building a security tunnel
between the headquarters and branches, or from the headquarters to suppliers and customers. Proper and effective
implementation can be evaluated by considering organizational effects and enterprise objectives. In this paper a research
model is proposed to evaluate the performance of existing VPN systems. The approach adopts an Analytical Hierarchy
Process (AHP) for complex, multi-criteria problems where both qualitative and quantitative aspects of a problem need to be
incorporated. Suggestions for best decision-making, and clearly accessible evidence is presented to justify choices. The
potential of this model is elaborated and performance expectations are raised for enterprise adoption.
Keywords:

Information security evaluation, Virtual Private Network, Analytical Hierarchy Process, Point-to-Point Tunnelling Protocol,
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Introduction

Information system is one of the most important enterprise assets. For any organization, information system is valuable and
should be appropriately protected. Security is defined as a combination of systems, operations and internal controls to ensure
the integrity and confidentiality of data and operation procedures in an organization (Cheung and Lee, 2001). That is to say,
with the serious threat of unauthorized users on the Internet, information security is facing unprecedented challenges, and
effective information security is one of the major concerns (Friedman et al., 2000). For example, the goal of information
security is mainly to detect and prevent the unauthorized acts of computer users. Alternatively, Virtual Private Network
(VPN) is a popular method for connecting enterprise networks over a public network infrastructure. At present, most of
research studies on VPN are addressing security issues. The main objective of this document is to builds the model for
evaluation VPN protocols by using Analytic Hierarchy Process (AHP).
This paper compares three main VPN tunneling protocols available today: PPTP (Point-to-Point Tunneling Protocol), L2TP
(Layer 2 Tunneling Protocol), and IPSec (IP Security). These protocols are currently in use to resolve the problem of
securing data in computer networks. Making this comparison is difficult due to the lack of available data. Additionally, an
organization will make their decision based on circumstances unique to their information security needs.
Therefore, this paper will illustrate the use of the Analytic Hierarchy Process (AHP) to determine which protocols are better
under a hypothetical set of circumstances. This paper will explain each protocol, establish parameters for a hypothetical
comparison, and discuss the capabilities and limitations of protocols.
To understand the importance of this comparison, we must determine the scope of the problem and identify a set of possible
solutions. The problem of securing information and computer networks has become more important as organizations increase
their dependence on networks.
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VPN Tunnels And Standardization

Various virtual private networks (VPNs) protocols are defined by a large number of standards and recommendations that are
codified by the Internet Engineering Task Force (IETF) (Wright, 2000). Some of the protocols used in VPNs are full IETF
standards. Neither of the trusted VPN technologies are IETF standards yet, although there is a great deal of work being done
on them to become standards.
Three main VPN tunneling protocols, as classified by Yuan et al. (1998) are available today:
1) Point-to-Point Tunnelling Protocol (PPTP) is an extension of the remote access Point-to-Point protocol defined in the
document by the Internet Engineering Task Force (IETF) titled “ the Point-to-Point Protocol for the Transmission of MultiProtocol Datagram over Point-to-Point Links”, referred to as RFC 1171 (Broderick, 2001). He et al. (2000) define PPTP as a
network protocol that enables the secure transfer to data from a remote client to a private enterprise server by creating a
virtual private network (VPN) across TCP/IP-based data networks. PPTP supports on-demand, multi-protocol, virtual private
networking over public network such as the Internet.
2) The Layer 2 Tunnelling Protocol (L2TP) is an emerging Internet Engineering Task Force (IETF) standard that combines
the features of two existing tunnelling protocols: Cisco’s Layer 2 Forwarding (L2F) and Microsoft’s Point-to-Point
Tunnelling (PPTP) (Yuan et al., 1998). The Layer 2 Tunnelling Protocol (L2TP), is defined in RFC2661 is a protocol for
tunnelling PPP (RFC 1661) sessions over various network types.
3) IPSec is a framework of open standards developed by the Internet Engineering Task Force (IETF) that provide security for
transmission of sensitive information over unprotected networks such as the Internet (Cheung and Misic, 2002). IPsec can be
used to protect one or more paths between a pair of hosts, between a pair of security gateways, or between a security gateway
and a host.
Evaluation Methodology

To accomplish the objectives of the study, the Analytical hierarchy process (AHP), developed by Saaty (1989), may be
applied as a research methodology. AHP is “a theory of measurement, concerned with deriving dominance priorities from
paired comparisons of homogeneous elements with respect to a common criterion or attribute” (Saaty, 1990). AHP imitates
the natural tendency of humans to organize decision criteria in a hierarchical form, starting with general criteria and moving
to more specific, detailed criteria.
The advantages of AHP, applied in the specific context of this study may include the following:
- AHP provides an easy to understood and flexible model that may be applied as a solution to a range of unstructured
problems. Bhyn and Suh (1996) suggest that the AHP allows the selection of the best alternative from a number of possible
alternatives, also it is equally applicable as a means of ranking a number of alternatives. The method includes the hierarchical
structuring, where every determinant attribute identified may be evaluated as an element in the system of different levels of
attributes. Interdependence of system elements (for instance, technical or business aspects of security system evaluation) may
also be identified and tested empirically;
- The method synthesizes a representative outcome from diverse judgments, providing the consistent way of determining
priorities;
- The relative priorities of factors are considered and selection of the best alternative (the most efficient VPN protocol) is
possible based on the overall objective of the study (evaluation of different protocols);
- AHP provides a scale for measuring both tangible and intangible determinant attributes. Using the AHP allows the decisionmaking attributes to be ranked relative to each other, rather than trying to put the elements into an absolute scale, as
suggested by Frei and Harker (1999).
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The utility function of AHP implies that the whole (the overall effectiveness in this study) equals the sum of utilities assigned
to system elements (the determinant attributes of a VPN protocol choice)
While the AHP does not completely eliminate the subjectivity inherent in making judgments such as this, it can provide a
mathematical structure to help us deal with the problem.
Calculation Of Weights

When the organizations consider the choice of alternative VPN protocols, such as PPTP, L2TP, and IP Security, they want to
select the protocol that will maximize their utility for information security. It is also important to note that organizations have
constraints, such as a limited amount of financial resources to spend on information security. The following analysis of
protocol’s options uses a utility function to determine which option is preferable, given the set of criteria. A utility function is
a mathematical representation of a firm’s preferences (Datta et al., 1992). For the purpose of this analysis, we use eight
criteria in two different attributes. We are designing a comparative analysis of the criteria to determine weights for the utility
function by using weighted sum of relative values.
MAX∑ (W i) (RV i)=(W1)(RV1)+(W2)(RV2)+(W3)(RV3)+ . . . +(Wn)(RVn)
s.t. Constraints
Where: RVi = Relative Value of each technology of the
th

i =Evaluation Criterion
th

Wi = Weight of the i Evaluation Criterion
We will evaluate the data by using a linear equation for each protocol (PPTP, L2TP, or IP Security) and then compare the
results.
It is important to consider that the overall objective of evaluating different VPN protocols is determined by the parties
involved in the process of implementation and effective functioning of information security systems in the organizations.
These parties may include: 1) users of information system security, in particular the CIO and other IT executives and
specialists, 2) manufacturers of information security products and network engineering companies, and 3) the company’s top
management, responsible for making decisions on the purchase of a particular security products. Different groups of people
involved have certain objectives that may contradict with one another. For instance, IT and business executives in the
company may have different perceptions about the costs of network security systems implementation and maintenance.
Benefits of a particular VPN protocol may be perceived differently by each group of decision makers involved. Therefore,
the process of decision-making, as well as the score for the determinant attributes and the calculation of relative weights can
be influenced by different objectives, related to each group.
Description Of Criteria

In this research we need to identify which protocol is most efficient in organization practice. To ensure greater comparability,
we also need to consider the costs of implementation for each protocol as one of the most important factors. The following
main determinant attributes to influence the decision on the best alternative among the existing protocols may be proposed:
Authentication - Authentication is the process of determining whether someone or something is, in fact, who or what it is
declared to be. In private and public computer networks (including the Internet), authentication is commonly done through
the use of logon passwords. Knowledge of the password is assumed to guarantee that the user is authentic.
Network Address Translation - Network Address Translation (NAT) provides a mechanism for networks with private
addresses to connect to external networks with globally registered addresses. It is a solution typically adopted by Small
Office, Home Office (SOHO) users and telecommuters who would want to connect multiple computers in their office
network to the Internet through a gateway machine with a registered IP address.
Multiprotocol - The tunnelling protocol used must also support multiprotocol transport such as, Internetwork Packet
Exchange (IPX), NetBIOS Enhanced User Interface (NetBEUI), or Apple talk will these effectively transmit through the
VPN protocols.
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Multicast - Multicasting is a network service that provides many-to-many communication. A host on the network may use
this service to communicate with many other hosts, without the need to transmit separately to each host in the multicast
group.
Quality of Service (QoS) - Where QoS refers to the overall quality of the services being delivered over the network, class of
service (CoS) defines the specific level of service required for a traffic type: voice, video, or data. As more enterprises
demand secure, converged infrastructures, service providers need to offer multiple classes of service to support missioncritical applications.
Management - To offer network-based IP VPN services, service providers need. carrier-class, centralized, scalable
management capabilities for locations that might include the customer headquarters office, remote branches, teleworkers, and
often the customer's business partners' offices.
Security - Protect Against Intrusion and Tampering, and Isolate Each Customer's Data.
It is essential that the VPN protocols protect sensitive customer data so that it remains confidential across a shared
infrastructure. This means that while all VPNs and the network core can share a single overlapping address space, the traffic
from one VPN must never flow onto another VPN, and each VPN's routing information must remain separate and discrete.
Scalability- Adapt to Meet Changing Bandwidth and Connectivity Needs.
A service provider's VPN deployments might range from small office configurations to large enterprise implementations
spread across regional or national boundaries. Therefore, the VPN architecture must adapt to meet customers' ever-changing
bandwidth and connectivity needs. This requires the ability to scale the VPN to accommodate for unplanned growth and
changes driven by customer demand.
When comparing the three options relative to one another, it is important to measure specifically, how each option is ranked
relative to the other according to each criterion. In Equation 1, as adopted from and Papavassiliou (2001) we re-write our
Utility Equations to incorporate each criteria defined above:
Equation 1. Utility Equation – PPTP, L2TP, IP Security
Utility (PPTP, L2TP, IP Sec) = W1A+W2N+W3MP+W4MC+W5QoS+W6M+W7Sec+W8S
where:
Authentication = A
Network Address Translate = N
Multiprotocol = MP
Multicast = MC
Quality of Service = QoS
Management = M
Security = Sec
Scalability = S
Saaty (1989) suggests that AHP assumes that the decision maker must make comparisons of importance between all possible
pairs of attributes, using a verbal scale (from the most important to the least important) for each variant (see table 1). The
decision maker also makes similar comparisons for all pairs of subcriteria for each criterion (Saaty, 1994). The information
obtained in this process is used to calculate the scores for subcriteria, with respect to each criterion.
When AHP is used to make choices, the alternatives being considered are compared with respect to the subcriteria/criteria
included in the lowest level of the hierarchy, and the global weights are determined for each of the alternatives within each
sub criterion (Frei and Harker, 1999). The global weights summed over the subcriteria, are then used to determine the relative
ranking of the alternatives. The alternative with the highest global weight sum is the most desirable alternative (Saad, 2001).
In focusing on decisions, tactical as well as strategic, tradeoffs among multiple, competing objectives, a basic approach based
on preference/utility theory and including subjective probabilities, are utilized (Datta et al., 1992).
Figure 1 represents the proposed determinant attributes for VPN protocols evaluation.
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Figure 1. Determinant attributes of VPN protocol effectiveness
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Table 1 represents the possible measuring constructs for hierarchical evaluation of determinant attributes of VPN
protocol effectiveness.
Table 1. AHP Scale
Value
1
3

Preference
Equally important
Moderately more important

5

Strongly more important

7

Very strongly more important

9

Extremely more important

2,4,6,8

Intermediate values

Explanation
Two factors contribute equally to the objective
Experience and judgment slightly favor one
factor over the other
Experience and judgment strongly favor one
factor over another
A factor is strongly favored and its dominance is
demonstrated in practice
Reserved for situations where the difference
between the items being compared is so great
that they are on the verge of not being directly
comparable
To reflect compromise between two adjacent
judgments

Pairwise Comparison Matrix
The values input into Table 2 will be based on the previously discussed criteria identified for VPN protocols evaluation.

Criterion weight

Scalability

Security

Management

Quality of Service

Multicast

Multiprotocol

Network Address
Translation

Authentication

Table 2 Pairwise Comparison Matrix

Authentication
Network
Address
Translation
Multiprotocol
Multicast
Quality
of
Service
Management
Security
Scalability
We will use survey questionnaires to create comparison matrix in the table. The decision makers in an organization
presumably have different perceptions of information security needs, related to a particular organization they represent,
and will be likely to input the values in Table 2 differently. The purpose of this paper is to present a practical method of
VPN protocols evaluation, given a set of parameters or decision-making criteria. Given the nature of information security
products, no result is applicable to every situation.
Conclusion
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The complex nature of information security products implies a large amount of effort in evaluating the strengths and
weaknesses of a particular product. However, the construction of the hierarchy of determinant attributes of information
security protocols can be an effective methodological approach to minimize the difficulties.
The next step in the research study will be a validation of the suggested research model empirically and testing the
factors proposed in the model. In particular, the determinant attributes of VPN protocol effectiveness should be identified
and analysed.
Proper understanding of the underlying mechanisms of IT managers’ perceptions of VPN protocols performance will
help developing more feasible and cost-efficient solutions to the security of the information systems.
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